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Washington State Gambling Commission

Display Submission Checklist
Manufacturer:      
Name and type of equipment:      
Manufacturer representative name:      
Manufacturer representative contact information:      
WSGC only:

Submission #:
Date review begins:
Electronic Gambling Lab (EGL) representative:
Estimated hours to complete: 30 hours

Objective:

Our objective is to obtain detailed information about the equipment and to provide information about the minimum standards so that security, reliability, and integrity of the equipment are achieved. When manufacturers perform their own analysis of the equipment and provide this information to us, it often results in fewer questions to the manufacturer during testing and may reduce the overall review time. This checklist is a compilation of Washington laws and rules, best practices, and industry standards.

WAC Rules and Definitions: 
	WAC 230-03-200 (4)(b)
	"Gambling equipment" means any device, gambling-related software, expendable supply, or any other paraphernalia used as a part of gambling or to make gambling possible. 

"Gambling equipment" includes, but is not limited to:

(4) Electronic devices for conducting, facilitating, or accounting for the results of gambling activities, including, but not limited to:

(b) Electronic devices for reading and displaying outcomes of gambling activities;

	WAC 230-06-050
	Review of electronic or mechanical gambling equipment.

(1) When you submit gambling equipment, supplies, services, or games for our review to verify compliance with chapter 9.46 RCW and Title 230 WAC, you must pay the application deposit before we perform the review. You must also reimburse us for any additional costs of the review. All costs must be paid in full prior to the completion of the review.


WAC Rules and Definitions:  (continued)
	WAC 230-06-050

(continued)
	Review of electronic or mechanical gambling equipment.

(2) The gambling equipment submitted for review must be identical or substantially similar to what will be marketed, distributed, and deployed in Washington. If the equipment is not sufficient for testing and review, we may require additional equipment or information.

(3) If your application is incomplete or we request additional information, you must provide us with the required items within thirty days of notification or we may administratively close your application.

(4) You can begin selling or leasing the gambling equipment when you are licensed and the gambling equipment has been approved by the director or director's designee.

(5) We may include security or surveillance requirements as part of gambling equipment approval.

(6) Gambling equipment must operate as approved by the director or director's designee.

(7) We may keep equipment submitted for review to allow for continued testing and training as long as the equipment remains in play in Washington. We are not liable for any damage to equipment while in our possession.

(8) If you do not agree with the director or director's designee's decision, you may file a petition for declaratory order with the commission according to RCW 34.05.240 and chapter 230-17 WAC.

	Authentication
	Process of determining if the source of the program is legitimate and valid.

	Display
	Any electronic representation of progressive amounts, prize values, paytables or other game information visible to participants in a game.

	Error Condition
	An internal or external event which results in an unexpected operational behavior or state.


	The following sections must be completed by the Manufacturer. We require complete detailed answers. Yes/no answers will not be accepted. If this is a modification to an approved display and you have already provided the information below, you may reference or attach the previous checklist to this submission.
	WSGC Notes

	I. General Submittal Questions
	

	A. Submission Type:
	

	1. Is this a new display or a modification to an existing display that has been previously tested and approved for use in Washington? 
     
	

	2. If this is a modification to a previously approved version, please provide a list of the changes below. 

     
	

	3. Please provide details on any modifications to the software that were due to known issues in the field or any other jurisdiction where the product has been/is deployed. 
     
	

	II. Display Features, Functionality and Security
	

	A. Provide detail on the equipment used with the display, including but not limited to, the equipment and software that “reads” the outcome of the gambling activity and electronically sends this information to be displayed on the monitor. Provide detail on how they work and how you ensure they work accurately. 
     
	

	B. Provide a list or attach documentation of all functions and features available on this equipment and software. “Available” functions and features are those capable of being activated by anyone after equipment has been delivered to the operator. 
     
	

	C. Is there manual interaction with the display? If so, for what purpose? 
     
	

	D. Provide detail on how the equipment and software is resistant to tampering and unauthorized access. 
     
	

	E. Provide detail about how unused internal and external ports can be disabled or sealed to prevent unauthorized access. 
     
	

	F. Provide detail on how PINS and/or passwords, if used, are protected and inaccessible. 
     
	

	G. Does the equipment and software produce reports and/or logs? If so, where are they located? How long are the reports and/or logs stored? 
     
	

	III. Display Operation
	

	A. Provide detail on how your display ensures accurate and clear representation of the gambling activity. 
     
	

	B. Describe how the display presents each outcome of the gambling activity. How many outcomes of the gambling activity are shown on the display at one time? 
     
	

	C. Describe the hardware used to display gambling information to patrons. 
     
	

	D. Provide detail how your system displays information and how often it updates to reflect changes to the information. 
     
	

	IV. Communication
	

	A. Provide detail about the networking capabilities of the equipment and how the display and other components communicate. 
     
	

	B. Provide detail about any external maintenance tool that will be connected to the equipment for standard maintenance and how you ensure it will only be connected through a closed network. See WAC 230-16-151 – Standard maintenance and external tool requirements. 
     
	

	V. Independent Program Verification
	

	A. Any program verification used must have the ability to allow for independent authentication of the display (firmware and/or software). This authentication will provide a means for regulatory personnel to verify that the firmware and/or software operating on the equipment is approved.  Provide detail on the process for independent authentication.
     
	

	VI. System Components
	

	A. Identify and describe all the system components. Include a detailed system topology and describe how all system components perform their assigned tasks accurately. 

     
	

	B. If the display is connected to a server:

1. Provide detail on how your system accomplishes the following:

a. Servers must have appropriate access controls in place. 

     
	

	b. Servers may not be connected to external systems or the internet. 

     
	

	c. Storage of sensitive information such as usernames and passwords must be protected through the use of security measures preventing any person or device from viewing the information. 

     
	

	d. Critical data must be protected from deletion or corruption through the use of regular backup, failover, or other data retention tools. 

     
	

	e. Software components and settings may not be modified while the system is in play. 

     
	

	VII. Error Conditions, Network Interruption and Recovery
	

	A. Provide detail about any indicators to signify the occurrence of an error condition. 
     
	

	B. Provide detail about the messages displayed describing the type of error. 
     
	

	VIII. WSGC only:

Notes and additional testing parameters if needed. 
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